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[ Practicing Chartered Accountant with specialization in
Information System Assurance

J A futurist who specializes in
O IT Consulting, Information Systems Assurance and InfoSec
GDPR & Privacy Law
Data Analytics, Implementation and Testing of Internal Financial Controls
SOX and SOC (SSAE-16 and 18)

000

J IS Auditor and Advisor for various BFSI, Sporting
Organizations, start-up entities, Tech companies and
many more

[ Faculty for CISA, DISA and Courses on Blockchain

] Speaker at National & International Forums of IT and
Emerging Technologies

J Author
O “Digitizing CA Practice”
O Co-author to the Implementation Guide on DCMM 2.0
O DISA 3.0 — Module 6 on Emerging Technologies
O Strategic roadmap for CA firms to operate as virtual firms
O Technical Guide on Internet of Things
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Disclaimer

J The views and apps discussed in this session is only for information purpose and are the
personal views of the presenter. The presenter is a practising CA and does not have any interest
in any of the applications discussed and neither endorses any application.

[ The views expressed herein may not be taken to necessarily represent the views of his firm, M/s.
KEN & Co. Chartered Accountants.

(J Readers are advised to take caution before choosing any of the applications.

(J  This publication contains information in summary form and is therefore intended for general
guidance only. It is not intended to be a substitute for detailed research or the exercise of
professional judgment.

J No part of this material shall be construed as a solicitation of services or an invitation of any sort
whatsoever from KEN & Co or to create a professional relationship.
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Agenda

1. IT Audit 6. Data Privacy

2. Regulatory 7. VAPT
Frameworks and 5 1SO 27001
Standards :

3 ITGC 9. Virtual CISO

4. SOC / SSAE 3402 U Forensics

11. Emerging

5. Third Party Vendor )
Technologies
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Key features of an
automated environment

An automated environment is an ecosystem that
combines people, processes and technology
within an overall business environment.

Automated environments are driven by computer-
based systems / information technology systems.
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Layers of an automated environment

*Oracle 12 g, MS-SQL server

*Windows, Linux

* disks, tapes

e switches, routers

* LAN, WAN

* CCTVs, Temperature controls
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Regulatory Requirement for Audit
of IT Systems

Implementation of Internal Financial Controls

Companies Act, 2013 il o TG

IRDA All insurers shall have their systems and process
audited at least once in 3 years by a CA firm

— i Qualifications such as CISA (offered by ISACA), DISA
il RBI - Banks / NBFC / Cooperative / (offered by ICAI), or CISSP (offered by ISC2), along with

RRB two or more years of IS Audit experience, are desirable
Intermediaries to be subject to audit based on the
SEBI
Terms of Reference
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Guidelines and Procedures — using
relevant frameworks and best practices

Standards on Auditing issued by the Institute of Chartered Accountants of India,

Section 143 of Companies Act

Guidance Note on Audit of Internal Financial Controls Over Financial Reporting issued by the ICAL.

ISO 27001:2013 is the Information Security Management System (ISMS)

ITIL (Information Technology Infrastructure Library) and ISO 20000

Control Objectives for Information and Related Technologies (CoBIT)

The Cybersecurity Framework (CSF)
PCIDSS
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IT General

Controls
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General IT Controls: “General IT controls are policies and
procedures that relate to many applications and support
the effective functioning of application controls. They apply
to main frame, mini-frame, and end-user environment.

General IT-controls that maintain the integrity of
information and security of data commonly include
controls over the following

o Data centre and network operations;
o Program change;
o Access security;

o Application system acquisition, development, and
maintenance (Business Applications).

These are IT controls generally implemented to mitigate the
IT specific risks and applied commonly across multiple IT
systems, applications and business processes.

General IT controls are known as “pervasive” controls or
“indirect” controls



The Complete picture
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Where Do ITGCs Fit In? ,

Significant financial statement line items
g NE—
Business Operations | Financial
Major classes of transaction, business processes and sub-processes reporting

Risks arising from processing transactions

Process-wide considerations

Direct Entity Level Controls

Transaction level controls
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Testing ITGC — Ideal Process

Evaluate existing IT Controls
Discuss with stakeholders to identify key processes

Assess Nature, Timing and Extent (NTE) of controls

Testing key reports and spreadsheets
Perform Risk based sample testing

Reporting to Management
(C) Narasimhan Elangovan 2/20/2022 15




IT Organisation and Governance
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Regulatory Driven




RBI — NBFC

J Master Direction - Information Technology Framework for the NBFC
Sector
o NBFCs with asset size below X 500 crore

o IT Governance,

o IT Policy,

o Information & Cyber Security,

o IT Operations,

o IS Audit,

o Business Continuity Planning and
o IT Services Outsourcing.

o NBFCs with asset size more than T 500 crore

J As of January 31, 2021, there were 9,507 NBFCs registered with the RBI.
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RBI - Banks

J Similar such requirement for all banks / Co-operatives / RRBs etc

J Domains include :
o Information Technology Governance
o Information Security
o IT operations
o IT services outsourcing
o IS Audit
o Cyber frauds
o Business Continuity Planning
o Customer education
o Legal issues
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IRDA - Guidelines

Asset Management

Human resource security
Access Control Information security in supplier relationships
Asset Management Information security incident management
Business Continuity Management Information security policy
Cloud Security Operations security
Communication Security Organization of information security

Compliance Physical Access and Environmental controls

o 0 0O 0 0 0 0 O

Compliance with legal requirements System acquisition, development and

maintenance

C O 0 0 00 0 0 O

Cryptography
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IRDA - ISNP (E-Commerce on Insurance Self-

Network Platform) Audit

U Online offering U Creation of e-lnsurance Account
4 Internet Website and mobile app U Payment of premium
U Disclosures U Issuance of e-Insurance policies
U Pre-sale solicitation U Servicing of Policies
4 Information sharing with Prospect [ Privacy of personal information and
data security
d  Products
d  Display
d  Pricing
U  Grievances
J  Commission or remuneration to the
Insurance Self-Network Platform 4 Fraud
Proposal Form U Maintenance of records
Compliance to KYC/ AML norms d  Standard Operating Procedure
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Supervision and Control
Compliance

Reporting requirements
Other issues

Further powers of the Authority.
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SEBI - Cyber Security & Cyber
Resilience tramework

Governance

Protection

Access Controls

Physical Security

Network Security Management

Data Security

U O 0O 0 0O O O

Hardening
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J Patch Mgmt.

d VAPT

J Monitoring and Detection
J Sharing Information

J Vendor Mgmt.
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L& Customers séu Furtner
[
Auditors Internal User

(GRC)

Healthcare
Claims / BPO

Service
Auditor

4

System &
Organisation

SaaS based v' SOC2

User Entity applications v/ S0C3
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An Illustrative Case
Service Organization Control (SOC)

; Dropbox
Enterprises Service Dropbox, Inc AWS Amazon
service service —
} Service ; ’ Subservice
system [QROECUTENTLEN uses G UM Organization

P U R S PN o A ———

: controls control
Policies and

Procedures for SOC1: Internal control over financial reporting

Service Policies and SOC 2 & 3: Operational controls
Procedures for Infrastructure, Software, Procedures, People,
Assurance and Data
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What 1s SOC?

SOC stands for System and Organization Controls.

An SOC report is published by an audit firm and documents their independent opinion on

the design and/or operating effectiveness of internal controls relevant to the services
provided to their customers.

Per the Sarbanes-0xley Act of 2002, USA, public companies are made responsible for the
maintenance of an effective system of controls over financial reporting.

Internal control reports on the services provided by a service organization providing valuable

information that users need to assess and address the risks associated with an outsourced
service







SAE 3402

2/20/2022

SAE 3402 deals with the assurance
engagement that provides a service
relevant to the user entities’ internal
control as it related to financial reporting.

This standard applies only when the
service organizations are responsible for,
or otherwise make an assertion about the
suitable designs of control.

SAE 3402 is effective for service auditor’s
assurance reports covering periods
ending on or after April 1, 2011.
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Objective

2/20/2022

e Systems are desighed and implemented
throughout the specified period

e System’s control objectives are suitably
designed throughout the specified period

e Controls were operated effectively in
accordance with the control objectives
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What is Third Party Risk?



Third Party Risk

J  Used to define suppliers, vendors, sub-contractors etc.

A 'third party’ is defined as any entity that a company does business with. This may include
suppliers, vendors, contract manufacturers, business partners and affiliates, brokers,
distributors, resellers, and agents.

Third parties can be both 'upstream' (suppliers and vendors) and 'downstream’, (distributors and
re-sellers) as well as non-contractual parties.

Reference : As defined in Office of the Comptroller of the Currency (OCC), US, OCC Bulletin 2013-29
on Third-Party Relationships: Risk Management Guidance
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Supply Chain Technology Risk

- Whensecemparies beoan-extensive sutesureinas and——
globalizing the supply chain, they did so without :
understanding the risks supphers posed. oe«\aﬁd , O&/&%
Raw Materials .
it i
[ Lack of supplier attention to quality management QF@“@) T Tm|
could compromise the brand and business. LU ey
Consumer Supplier _
(@]
5 0,
From logistics to environmental, pandemic to geo- oy é
political there are many risks which could impact &
business.
ooom
Retailer Manufacturer

J Technology & digitalization of supply chain has
opened up new technology risks. With the global ) &
increase in cyber attacks, cybersecurity threats sy, gt »o@"‘
has become a major business risk. e

Distributer
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Vendor relationship lifecycle

Periodically review
all access/data

Fetabhahlovalof Assess nature of Provide third party storage points
Croate 2 arisl}ftlo %\;e & data to be stored on “e((ie("ls stargzne;twqul utilized by the third Involve Legal
- : and data 1ysica
vendor profile d third party network Py party on Department -
accepte access ) . ‘o :
organizations establish contracts
network

Retire Third Ensure Audit third partyto  Decommissionthird Analyze all access/data Involve Legal

Party Profile contingency validate data stored parties’ network, storage points utilized Department -
planning on third party data & physical by the third party on Revisit contracts to
network based on access points organization’s network  understand agreed

contractual T&C & legal
requirements liabilities
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Typical Cycle

Risk Based Assessments &
Onboarding Mitigation
Vendor De-listing &
Business initiates = Evaluate g No De-risking °
Vendor Assessment esponses . Remediaion I
by intaking » Assess the Risks |« T acceptable measures
registration form (by V_?ndor) Risk
gam
1 T > Vendor Onboarded
Intake form Yes & Registered
reviewed by Vendor Risk to
Risk Team T~ Mmitigate
i__ * Assessments & Mitigation
Is the Eindings are Schedule next Dashboards & Status of
Questionnaire ~ asagned Ias Task.s Assessment & Assessments
required for mitigation — (with Review
suggested
Templatised
vl mitigation Consolidated Risk Ranking
Vendor Responds measures) ceM
Qu eﬁigﬁ aire  J Risk Assessment inputs to assess
(mapped to Policy / Findings are (Questionnaires Vendor related control
Standards with scoring) reviewed for & RCM Based) failures / Risk /
mitigation Performance Indicators
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TPRM Services - Opportunity

Third-party Digital Risk Management
(TPDRM)

Third-party
Digital Risk

Third-Party Digital Risk Framework
(TPDRF)

Third-Party
Digital Risk
Platform

(TPDRP) Assessment

(TPDRA)

Consulting & integration Opportunity Recurring services opportunity
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U

O 0O 000 D0 O

Third-party Digital Risk
Assessment (TPDRA) Scope

Information Security Program &
Organizational Security

Human resources security

Asset Management

Access control management
Cryptography

Physical and Environmental security
Operations security

Threat and Vulnerability Management

(C) NARASIMHAN ELANGOVAN
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Logging and Monitoring
Communications security

System acquisition, development, and
maintenance

Subcontractor Management

Information security Incident
management

Business continuity management
Compliance

Cyber security

2/20/2022

36



Typical Questionnaire

|. Information Systems Acquisition Development and Maintenance

0%

of Section Completed

1.1

Does your company perform any type of application development?

1.2

Do you perform any type of application testing?

Does the company have an internal organization that provides project
management oversight?

Does the company have an independent quality assurance function
responsible for the testing of software and infrastructure prior to
implementation?

1.5

Does your organization support or maintain a development, test, staging,
QA or production environment?

1.6

Do you have a documenied change contrel process?

1.7

Does your organization patch systems and applications?

1.8

Are systems and networks periodically assessed for vulnerabilities?

Do you support, host, maintain, etc. a web site with access to target data?

1.10

Do you use or have installed on any system penetration, threat or
vulnerahility assessment tools?

J. Information Security Incident Management

0%

of Section Completed

J.1

Does your company have an Incident Management policy?

J.2

Does your caompany have a formal information security Incident Response
Program / Plan?

J.3

Does your company have a security incident response team with clearly
defined and documented roles and responsibilities?

J.4

Is an Incident Response contact list or calling tree maintained?

J.5

ls documentation maintained on previous incidents, outcomes and issues
and their remediation?

K. Business Continuity Management

0%

of Section Completed

K.1

Does your company have a written policy for business continuity and
disaster recovery.

L. Compliance

0%

of Section Completed

|s your organization required to comply with any legal, regulatory or
industry, requirements, etc. (GLBA, SOX, PCI)?

|s your organization required 1o comply with any SEC regulations?

Within the last year, has there been an independent review of the
company’s security policies, standards, procedures, and/or guidelines?

Has a network penstration test been conducted within the last year?
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COMMON

TYPES OF PII
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Direct Data Monetization Indirect Data Monetization

* Bartering/trading with information * Improving process performance or
 Enhancing products or services effectiveness
with information * Developing new products or
« Selling raw data through brokers markets
(DaaS) * Building and solidifying partner
relationships

* Offering insights, analyses and T .
reports (e.g., subscriptions) * Publishing branded indexes
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Data Regulations across the Globe

Source: DLA Piper Map not to Scale




Data Privacy - Generally
Accepted Privacy Principles

Management

* Organization handling private information should have appropriate policies, procedures, and governance structures in place
to protect the privacy of the information

Notice

* The organization provides notice to the Data subjects about its privacy policies and procedures and also indicates the
purposes for which information is being collected and used.

Choice and Consent

* The entity should inform data subjects of their option regarding the data they own and get consent (implicit or explicit) from
those individuals for the collection, storage, use, and sharing of that information.

Collection

* The collection of personal information purposes should disclose in their privacy notices by the organization.

Usage, Retention, and Disposal

*The organization should retain personal information as long as it is required after that data should be disposed of securely
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Data Privacy - Generally
Accepted Privacy Principles

Access

* Organizations should provide individual access to their information with the ability to review and update whenever need.

Disclosure to Third Parties

* The information is only shared with third parties by the organization if that sharing is consistent with purposes disclosed in
privacy notices and they have the implicit or explicit consent of the individual to share that information.

Security

* It's the organization’s responsibility to secure private information against unauthorized access, either physically or logically.

Quality

* The organization should take appropriate steps to guarantee that the private information they maintain is accurate,
complete, and relevant.

Monitoring and Enforcement

*The organization should have a program in place to monitor compliance with its privacy policies and provide procedures to
address dispute pertaining the same.
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VAPT

J Vulnerability Assessment (VA)?

o A Vulnerability Assessment is a rapid automated review of network devices, servers and
systems to identify key vulnerabilities and configuration issues that an attacker may be

able to take advantage off. Its generally conducted within the network on internal devices
and due to its low footprint can be carried out as often as every day.

(d What is Penetration Testing (PT or PenTest)?

o A Penetration Test is an in-depth expert-driven activity focused on identifying various
possible routes an attacker could use to break into the network. In-addition with the

vulnerabilities it also identifies the potential damage and further internal compromise an
attacker could carry out once they are past the perimeter.

(C) Narasimhan Elangovan
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VAPT — Typical Scope

Network Scanning
Port Scanning

System Identification & Trusted System
Scanning

Vulnerability Scanning

Malware Scanning

Spoofing

Scenario Analysis

Application Security Testing & Code Review
OS Fingerprinting

Service Fingerprinting

Access Control Mapping

(C) Narasimhan Elangovan

Denial Of Service (DOS) Attacks
DDOS Attacks

Authorization Testing

Lockout Testing

Password Cracking

Cookie Security

Functional validations
Containment Measure Testing
War Dialing

DMZ Network Architecture Review

Firewall Rule Base Review

Server Assessment (OS Security
Configuration)

Security Device Assessment

Network Device Assessment

Database Assessment

Website Assessment (Process)

Vulnerability Research & Verification
IDS/IPS review & Fine tuning of Signatures
Man in the Middle attack

Man in the browser attack

Any other attacks
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J ISO/IEC 27001 is an international standard
on how to manage information security.

It details requirements for establishing,
implementing, maintaining and continually
improving an information security
management system (ISMS)

J The aim is to help organizations make the

ISO 2 700 1 information assets they hold more secure.

J With the proportion of organizations that
have embraced the Information Technology
revolution becoming a clear majority, it is
clear that auditors can expect great
opportunities in this regard
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] The standard requires that an
organisation is required to plan and
conduct a schedule of “internal
audits” to be able to claim
compliance with the standard.

Types of

J Furthermore, if an organisation
aL’[dltS desires to achieve certification, it will
require “external audits” to be
carried out by a “Certification Body”
— an organisation with competent

auditing resources against [SO
27001.
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ISO 27001 internal audit

] Documentation review — This is a review of the organisation’s policies, procedures, standards,
and guidance documentation to ensure that it is fit for purpose and is reviewed and
maintained.

1 Evidential audit (or field review) — This is an audit activity that actively samples evidence to
show that policies are being complied with, that procedures and standards are being followed,
and that guidance is being considered.

d Analysis — Following on from documentation review and/or evidential sampling, the auditor
will assess and analyse the findings to confirm if the standard requirements are being met.

J Audit report — An audit report will need to be prepared as required by the standard in Clause
9.2 f) and provided to management to ensure visibility.

(0 Management review — is a required activity under Clause 9.3 Management review, which
must consider the findings of the audits carried out to ensure that corrective actions and
improvements are implemented as necessary.
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External ISO 27001 audit

J The processes for external audit are essentially the same as for the internal audit
programme but usually carried out to achieve and maintain certification.

J The programme of external [certification] audits will be determined by the

external auditors [certification body] but will follow a systematic requirement (see
below).

J The relevant auditor will provide a plan of the audit, and once the organisation
confirms this, resources will be allocated and dates, times and locations agreed.

(C) Narasimhan Elangovan
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Virtual CISO




Virtual CISO

J an outsourced security advisor whose responsibilities varies depending upon your
business needs.

J Scope of work

o Provide leadership on risk, governance, Incident Response, Disaster Recovery & Business
Continuity

o Provide Expert assessment on security threats, risks compliance

o Provide consultation to build effective cybersecurity & resiliency program

o Facilitate the integration of security into your business strategy, process & culture

o Manage the development, roll-out, and ongoing maintenance of cybersecurity programs
o Assist with integration and interpretation of information security program controls

o Serve as an Industry expert (HIPAA, PCI-DSS, NIST, ISO 27001, various standards, and
compliances)

o Serve as security liaison to auditors, assessors, and examiners
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Forensic Audits
and Analysts




Forensic Audits and Analysts

J Financial Forensics J Digital Forensics
o Accounting investigation o Cyber crime investigation
- Fund Flow investigation o Forensic Analysts
o Economic crimes o Analyse digital footprints and
o Tax violations compromised Systems

o Fraud Analytics
o Insurance Claims
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Securitv Certification Progress_ion Chart 202
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Foundational Intermediate

CySA+

Security+
PenTest+

CSX Fundamentals
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What can a human do?

Repeatedly

Avallable
anytlme

Decisions
by Data

Remembers
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How has Industry 4.0
revolutionised [

Bl Repeatedly
Feels - 10T Performs -
RPA

Available

Remembers anytime -

- Blockchain

Decisions

Thinks - Al supported by
Data - Analytics
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Penetration Of Tech In Our
Protession

Blockchain

Robotic Process
Automation

Adoption over Time
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A Cloud Computing
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About Us

KEN & Co.

Chartered Accountants

A Boutique Governance Risk, and

Technology Consulting Firm

Digitization | Analytics |
Risk | GRC | SOX | ISO | SOC

| Forensic Audit | Privacy Law

You

LinkedIn | YouTube | Telegram

https://www.ken-co.in/

(C) KEN & CO.

KEN & Co. is a Bangalore based professional firm with a right combination of zeal and
experience in emerging areas such as Information technology advisory, process audit,
systems implementation, gap assessment in existing systems & processes, in addition
to tradition areas of tax, assurance, consulting and business advisory.

Considering the growing business challenges in day to day world and new complexities
cropping every now and then, we adopt a multi-dimensional approach and help you
better your business processes and services. As business grows beyond frontiers, we
believe in adding value to every activity we perform!

Our area of operations ranges from traditional areas like tax and assurance to the new
transpiring areas like Process Audit, Information Technology Audit, catering to the
needs of e-commerce and start-ups.

Disclaimer

This publication contains information in summary form and is therefore intended for
general guidance only. All information is provided in good faith. KEN & Co., makes no
representation or warranty of any kind, express or implied, regarding the accuracy,
adequacy, validity, reliability, availability or completeness of any information provided.
It is not intended to be a substitute for detailed research or the exercise of professional
judgment. Detailed notification and regulations by the respective Departments is
awaited.
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https://in.linkedin.com/company/ken-co-bengaluru
https://www.youtube.com/channel/UClydRNfYEm9PkmRJ1MbCkCw
https://t.me/joinchat/FLxnS2RFldkE23xA
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Tech-enabled Solutions

|
IT ASSURANCE

IT Assurance
Services

[ N —

Forensic Audit

NS
ISO, PCI DSS, CMMI

Compliance

Cyber Security

SOC
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| SOC Assessments -
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IT Training

Emerging
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IT Consulting
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Narasimhan Elangovan
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