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OBJECTIVE OF THIS PRESENTATION

 Guide to Audit under Core Banking Solution.
 Giving rough idea as on how CBS works and its 

architecture.
 Various Controls in CBS environment?
 What kind of reports a CBS system generates which may 

help in audit of Branches?
 Brief overview of various reports.



TRADITIONAL AUDITING APPROACH

 Verification of Documents Physically

 Availability of Hard Copies for each transaction

 Finalization based on documents and various audit procedures

 Technology has changed the way Banking is done and NOT the 
Banking itself. Banks still have to abide by rules and regulations set 
down by the appropriate authorities.

 It is still the same Long Form Audit Report (LFAR ) that a Statutory 
Auditor has to sign for Manual Branches or Branches under the 
ambit of CBS



AUDIT RISK ANALYSIS IN CBS

Branch :
Computrised
Auditor: Computer     
expert

Branch : Manual

Auditor : May or may not 
computer expert

Branch: Computerised

Auditor :  Not computer 
expert

Risk



ASSUMPTIONS-MYTHS

 COMPUTERIZED SYSTEM IS FULL PROOF
 AUDIT IN COMPUTERIZED ENVIRONMENT

REQUIRED MORE TECHNICAL KNOWLEDGE
 NO NEED FOR CONTROL REVIEW AS CONTROL

ARE IN BUILT
 STAFF / OPERATORS HAVE FULL KNOWLEDGE OF

OPERATIONS

“If you think technology can solve your problems, then 
you don't understand the problems and you don't 
understand the technology” 

–Bruce Chneierin....
Secrets & Lies –Digital security in a networked world‟.



IN CBS ENVIRONMENT, VARIOUS TRANSACTIONS RELATING TO MASS
CUSTOMERS ARE RUN AT THE DATA CENTRE
A. APPLICATION OF INTEREST
B. APPLICATION OF SERVICE CHARGES
C. UPDATION OF PARAMETERS GLOBALLY
D. BALANCING & RECONCILIATIONS
E. CLASSIFICATION OF INOPERATIVE ACCOUNTS ETC.

Interest rate not mapped correctly: for example, 
 Interest rate of housing loan  to staff linked to interest rate of vehicle 

loan to staff.
 Interest rate field kept as “Zero”
 Interest collection flag kept as “N” instead of “Y”
 Account wrongly marked as “NPA”



WHAT IS CBS



WHAT IS CBS?

 Core banking solution refers to a common IT solution
wherein a central shared database support the entire 
banking application.

 Business processes in all the branches of a bank update 
a common database in a central server located at Data 
centre, which gives a consolidated view of the bank’s 
operations

 Branches function as delivery channels providing 
services to the customers of the bank.



CBS ARCHITECTURE



SYSTEM ARCHITECTURE (GENERAL)

Web Server

Application Server 
(APS)

Database Server 
(DBS)

• Front End
• Provide Screens and Forms to 

Users

• Contains Application
• Business Logic Running
• Processes requests from Servers
• Access the Database Server

• Hosts RDBMS
• Processes requests from APS
• Store Date in External Storage



CBS SETUP

 Centralized Database

 Transactions take place at various locations

 Updation of Central Database on Real Time Basis

 Report Generation at Back-End



VARIATION IN ARCHITECTURE

Single Central Database Approach 
 Finacle 

Branch Server + Central Database 
 Flexcube, Bancs24 

Cluster Approach 
 Branches Grouped Into Clusters 
 Clusters Connected to Central Server



LIST OF CBS SYSTEMS



1. Andhra Bank
2. Axis Bank
3. Bank of Baroda
4. Bank of India
5. Corporation Bank
6. Dena Bank
7. Federal Bank
8. ICICI Bank
9. IDBI Bank
10. Indian Overseas Bank
11. India Post Payments Bank
12. IndusInd Bank

13. Karnataka Bank
14. Kotak Mahindra Bank
15. Oriental Bank of Commerce
16. Punjab & Sind Bank
17. Punjab National Bank
18. RBL Bank
19. South Indian Bank
20. UCO Bank
21. United Bank of India
22. Union Bank of India
23. Vijaya Bank

Finacle Finacle



1. State Bank of India & its 
six Associate Banks(Now 
only SBI)
2. Allahabad Bank
3. Bank of Maharastra
4. Central Bank of India
5. Indian Bank
6. IDFC Bank

1. Canara Bank
2. Karur Vysya Bank
3. Lakshmi Vilash Bank
4. Syndicate Bank
5. Yes Bank
6. HDFC Bank

BaNCS Flexcube



ADD-ON SOFTWARES FOR, 

 Credit Risk Calculation as per Basel – II Norms
 Risk Weighted Assets / Capital Adequacy 

Computation
 Asset Classification and NPA Provisioning 

computation
 Classification of Priority / Non-priority / 

Sensitive Sector Advances



CBS AND AUDITOR’S ROLE



ROLE OF AUDITOR IN CBS ENVIRONMENT

Branch auditors’ role can be divided into following:

 Software related checks. 
 Review of Controls.

AND
 Checking manual documents which is the basis for 

input into the system.



CIA PRINCIPLE

 Confidentiality
 Information is shared amongst authorised personnel (Maker 

– Checker concept)
 Integrity
 Information is authentic and complete. Information is 

sufficiently accurate to rely upon.
 Availability
 Systems responsible for delivering, storing and processing 

information are accessible when needed.



CONTROLS IN CBS BRANCHES

Ensure:
 Existence of Controls; and
 Review of their implementation

Some of controls:
 Application Controls
 Physical Controls
 Environmental Controls
 Logical Controls
 Output Controls



REVIEW OF APPLICATION CONTROLS

 Password Management and history
 Unsuccessful log-on attempts
 Access Logs and reviews
 Virus detection and protection
 Inactive user-ids



REVIEW OF PHYSICAL CONTROLS

 Server Room (TBA,PBA) Router/Modem 
(CBS)Whether entry is Restricted and where it is located

 Key should be with the manager



REVIEW OF ENVIRONMENTAL CONTROLS

 Air Conditioner - Check the AMC
 Water seepage - Check the building condition
 Fire Extinguisher - Date of refilling and expiry 
 Smoke Heat Detectors - Check the AMC



REVIEW OF LOGICAL CONTROLS

 User id creation - Entered in register duly signed by user
 User id deletion - Entered in register and signed by manager
 User id of transferred staff - Deleted and entered in register and 

cross check it with attendance
 User id and powers - Match it with office order
 Vendor id-created or not - Cross verify with vendor register
 User ID for Master - When Branch is converted to verify from 

register



REVIEW OF OUTPUT CONTROLS

 Hard Copy Print Out 
Normally Ignored

 Screen Saver/Automatic Log Off
 Reports are signed

Normally Ignored

REVIEW OF BACK-UP
 Most Important Issue
 Qualification
 A simple activity ignored



AUDIT AREAS, SAMPLE CHECKS, 
CONTROLS AND VERIFICATION



AUDITING THROUGH CBS -AUDITORS’ CHECKLIST

 Understand the Core Banking Software
 Document list of Softwares, Applications and interface details associated with 

CBS
 Review Usage Manual (if available at Branch) or Document Software navigation 

options and Menu Codes.
 Document list of Reports available in CBS and its menu codes.
 Review Internal Controls in CBS
 Carry out Risk Assessment (viz. Manual Interventions in transaction processing, 

Modification of Master Data without proper documentations, Lack / non 
availability of Audit Trail)

 Review Transaction Flow & Audit Trails
 Apply Exception Approach
 Review Exception Reports / MIS Reports generated by Data Center.
 Determine Sample Size based on review
 Carry out substantive procedures in & around CBS
 Documentation of Audit Procedures
 Prepare report on Audit Findings and prepare final Report













SOME USEFUL AUDIT EXCEPTION / ANALYTICAL REPORTS
GENERALLY AVAILABLE IN CBS ENVIRONMENT

FOR BALANCE SHEET AND PROFIT AND LOSS
ACCOUNT AUDIT

1. Age wise and nature (head) wise classification of all office accounts
2. Advances disbursed by transferring to deposit accounts
3. Abnormal transactions in term deposit accounts
4. GL error report
5.  Accounts having minimum interest rate pegged
6.  Interest applied/ failed report for deposits 
7.  Interest applied /failed report for advances

8.  Loan accounts with Zero interest rate 



FOR LFAR PROCEDURES

1. Overdue stock/book-debts/ QIS statements
2. Overdue reviews /renewals  of credit limits
3. Expired insurances/under-insurances of securities
4. Overdue inspection of securities
5. Overdue renewal of loan documents
6. Overdue valuations of fixed assets charged in NPA 
7. TDRs where lien has been lifted
8. Loans against TDR where lien Not marked
9. Cash balance above the cash retention limit
10. Accounts having sanction limit exceeding rupees five crore.



FOR IRAC COMPLIANCE AUDIT

1.  Accounts where moratorium period expired and interest flag “N”
2.  Sub standard accounts restructured during the year
3. Standard accounts rescheduled during the year
4.  Transaction turnover  in CC accounts
5.  Report on overdue installments and interest in loan accounts
6.  Accounts where value of securities is less than drawing power
7.  Accounts out of order for more than 90 days
8.  Sub standard NPA upgraded during the year



FOR TAX AUDIT

1.Interest paid on term deposit  above the exemption limit 

2.TDS not remitted within seven days from the last day of 
previous month



MAIN SCREEN



ALL REPORTS MENU



A- BRANCH REPORT



B - BRANCH CGL REPORT



C - EXCEPTION REPORT 



D - BRANCH REPORT -ACCOUNTS CLOSED DURING PERIOD



ACCOUNTS OPENED DURING THE PERIOD



AGEWISE BREAK-UP OF OUTSTANDING ENTRIES



FLASH REPORT



LOG REPORT ON CHANGES MADE IN LOAN A/C



GUARANTEES OUTSANDING



PROCESSING CHARGES



INSURANCE REPORT



COMPARATIVE P&L



EXCEPTION REPORTS





EXCEPTION/VARIATION REPORTS

 Interest rate variation
 Irregular advances
 Advances pending renewal
 Cash deposits/withdrawal beyond a defined limit
 CC/OD exceeding DP
 Errors in day book
 Debit /Credit balance change
 Maturity record deleted
 Inactive accounts reactivated
 Excess allowed over limit
 Debits to Income head accounts
 Overdue bills and bills returned
 Withdrawal against clearings



EXCEPTION/VARIATION REPORTS

o Deposits accounts debit balance
o Temp O/D beyond sanction limit
o Standing instruction failed in day
o Exception list of “Out-of-Order” Accounts
o History of Interest Rate Changes 
o List of DDPs Returned Unpaid 
o List of Back Valued Transactions 
o Reports on In-operative and Dormant Account 
o Accounts where limits have been changed 
o Manual Credit Interest Adjustments 



 List of Security forms spoiled/destroyed 
 List of users added/amended/deleted 
 List of Accounts with incremental interest 
 Interest not paid on delayed collections 
 Report on Standing Orders 
 Deposit Accounts having debit balance 
 List of all outstanding in DDP Accounts 
 List of Accounts having 'zero balance' 
 Reports on Outstandings in PB/RD Accounts 
 Advances under Collection Account (AUCA) 
 List of Accounts with concessions in Service Charges 



SUPERVISOR OVERRIDE



INCOME IN DEBIT & EXPENSES IN CREDIT



INOPERATIVE ACCOUNTS



LOAN DISBURSEMENT REPORT



CREDIT NOT RECEIVED 



LIST OF ACCOUNTS CLOSED



IRREGULAR NPA LOAN ACCOUNTS



LOAN DISBURSED REPORT



LOANAS SANCTIONED DURING THE PERIOD



CCOD PENAL INTEREST



INTEREST RATE VARIATION



CDCC EXCEPTION REPORT



REVIEW AND RENEWAL DUE DATE



IRREGULAR OVERDUE NPA LOAN



TOD/EOD REPORT



INTEREST RATE VERIATION



MORATORIUM PERIOD EXPIRY REPORT



ERROR REPORTS

 CBS provides a number of in-built checks to prevent 
unauthorized data entry, mismatch of data, entry not 
posted, entry truncated while processing, errors during 
process etc. These are provided by way of EoD 
execption reports for corrective action. These reports can 
be verified and checked for action taken at the year end.



IMPORTANT REPORTS FOR VERIFICATION OF ADVANCES
(OTHER THAN ALREADY CLASIFFIED)

 Compare the previous year list and current
 List of Loan accounts with instalments in arrears
 CC/OD Overdrawn
 Report of accounts not renewed/reviewed (LFAR)
 Report of stock statements in arrears
 Report on ‘Overdue Bills purchased and Bills 

discounted’



ADDITIONAL AUDIT LIST

 Verify- System generated transaction numbers noted on the vouchers 
- Test check

 Check Maker-Checker control has been exercised
 Unconfirmed entries
 Suspense accounts
 Application of Interest applied by systems (separate reports are 

available)
 Change in Drawing Powers (Exception report)
 Cheque book issuance charges are automatically charged as  it can 

be manual
 Charges for stop payment are automatically charged
 Daily review of ToD – Whether with in the power of branch? If not, 

has it been reported to HO and approved/ratified by HO



 Interest rate parameters in case loans sanctioned at special rates
 Interest rate variation/exception reports for Deposits as well as 

Advances 
 Drawing Power variation/exception report
 Manual Check for manual recovery:

 Loan processing charges
 LC, BG charges
 Godown Inspection charges

 Penal Interest is fed into the system as per sanction / review letter
 Correct Product is chosen/selected
 Alteration of Special Rates (for deposits as well as Advances) 

effected at Branch Level. Check relevant register
 Whether TDS enabled or not?
 Check for 15G/15H cases



 In CBS, Intermediate accounts should generally shown NIL 
Balances. Analysis in case of balance in these accounts

 Tally HO account tallied with HO Statement and confirmed by HO
 The auditor has to ensure that All the system control accounts are 

NIL.
 User ID Register
 Duty Roster
 Password expiration
 Antivirus updation
 If there is a balance in system suspense account, it indicates that 

some posting is incomplete in the CBS system. This has to be 
corrected to arrive at final TB.

 ATM's security control may be reviewed, like access to ATM is 
secured by double lock, cash replacement procedures, rejected bin 
cash counting process, network security



 Statutory Audit returns are generated by the System as per rules and 
regulations laid down from time to time by the regulators.

 It is to be checked that the details shown on SA returns are in 
conformity with the documents. Eg: Stock Statements , Drawing 
Power , LIMIT AMOUNTS ( with special reference to BASEL2 
guidelines ) ,

 IRAC Status marking with correct Irregularity Dates, NPA Dates , 
Provision held , DDP outstandings for more than 90 days etc.

 Provision calculation for Non-Performing assets as per laid down 
IRAC norms is done by System. Please check for correct rates .



CLASSIFICATION OF ADVANCES

 Generally there is Separate Software for classification
 Classification generally done manually by Branch in 

Customer Master
 Report of irregular Advances
 Report of likely NPA – April 13, September 13 and 

March 14
 Exception Report on changes in NPA parameters



LIST OF REGISTERS (ILLUSTRATIVE)

 CBS CONNECTIVITY PROBLEM LOG BOOK
 REGISTER OF ISSUES ESCALATED TO HELP DESK
 SOFTWARE VERSION/RELEASE CONTROL REGISTER(IF S/W IS 

INSTALLED LOCALLY)
 DISK SPACE (In Branch Server) MONITORING REGISTER
 SOFTWARE ERROR LOG REGISTER
 USER CONTROL/USER ID ALLOCATION REGISTER
 HARDWARE INVENTORY REGISTER
 AMC/WARRANTY REGISTER
 INSURANCE REGISTER
 HARDWARE PROBLEMS LOG REGISTER
 STORAGE MEDIA BACK UP REGISTER

It is not necessary that all of the above be maintained by Branches. They 
shall be guided by their Controllers.



USEFUL COMMANDS - FINACLE



FOLLOWING ARE MENUS WHICH CAN BE USED FOR AUDIT IN FINACLE BASED
BANK BRANCHES





INCONSISTENCIES GENERALLY OBSERVED

 Data as per one statement do not agree with the other 
statement
e.g. Total amount of Advance figure as per Balance 
Sheet do not agree with Sector-wise or Classification of 
Advance-wise Report

 Change in Date of NPA leading to incorrect Provisions
 Borrower wise Asset Classification not followed.
 Manual Intervention between CBS and Risk 

Computation Software
e.g. Security obtained for Advance Account needs to be 
entered manually



 Long Outstanding entries in Office Account / Sensitive 
Accounts

 Routing of cash shortages / other manipulation through 
Office Account / Inter Branch / Sensitive Accounts

 Improper reversal of entries of Sensitive Account leading 
to loss of Audit Trail
e.g. Partial Reversal / Doubly reversal / Reversal 
exceeding entry amount etc.

 Restructured (other than CDR) proper updation not 
carried out in CBS / Risk Comp. Software



TIPS



THE AUDIT UNDER CBS ENVIRONMENT

 Understand and feel the CBS system by using Auditor login (Read 
only/view only access).

 Go through User Manuals
 Explore intranet of bank
 Exception based approach
 Selection of top items for checking in every category.
 Ensures greater audit coverage in terms of value
 CBS throws out a number of exceptional reports for monitoring and making 

corrections. A list of these reports may be obtained and checked if there are 
exceptions and how they were dealt with at year end.

 Analytical review using CBS reports
 Substantive procedures
 Use Excel as Audit Tool



CBS CAN’T MEET ALL REQUIREMENTS FOR AUDIT

At best CBS can meet only the following(Data Centre) 
 Data 
 Analysis 
 Internal controls 

CBS( Data Centre) cannot do the following 
 Documentation 
 Party site/stock inspection 
 Pledge of Jewellery 
 Security of documents 
 Discretionary Powers 
 KYC checks 
 Adhering to process



CA. ABHIJIT KELKAR
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Thank you for patient 
hearing!!


